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IT System Incident in Our Group 

 

 We regret to report an IT system incident affecting the functional IT systems of our headquarters and several of our business 

divisions which was discovered on March 30, 2024 (hereafter referred to as "the incident"). 

 

We have been working diligently to address the incident and remediate our systems, and have engaged external specialist 

consultants to facilitate the restoration and integrity of our systems as quickly as possible. We have also made necessary 

reports and are consulting with relevant authorities. We expect these efforts to help minimize the adverse impact of the incident 

on our customers and our business. 

 

1. Outline and Facts 

In the morning of March 30, 2024, we discovered a discrepancy in system behavior at one of our overseas offices and 

confirmed that a system failure had occurred. We immediately responded by isolating the failed servers and reported the 

matter to the relevant authorities in the affected countries. We also engaged external forensic investigators who reported that 

this incident was most likely caused by unauthorized access to our servers by a third party. 

 

While the full effects, extent and nature of the incident continue to be investigated, the systems for some production plants 

and the ordering system for several products have been affected. The Company is making every effort to respond to customer 

demand and minimize the impact on our customers to the greatest extent possible. We are also investigating whether any 

confidential or personal information held by the Company has been compromised or accessed by third parties, but the full 

analysis is expected to take a considerable number of days.  We will fully comply with our internal policies and local 

regulations as needed depending on the results discovered. 

 

We will continue to investigate and analyze the impact of this incident in cooperation with outside experts and relevant 

authorities, and will take measures to restore the systems necessary for production and sales activities and to resume the 

supply system of products to customers as soon as possible.  

 

2. Forecast 

The impact of this matter on our business performance is not known at this time, but we will promptly disclose the impact of 

this matter on our business performance, if any, as soon as it arises. 
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