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Notice Concerning Ransomware Incident at Consolidated Subsidiary (Third Report, Final) 

 

As announced on December 17, 2025, and January 7, 2026, we have been conducting an investigation into the 

extent of the impact by the ransomware incident at our local subsidiary in Vietnam, DAINICHI COLOR 

VIETNAM CO., LTD. (the “Subsidiary”) with the cooperation of external experts. We would like to report the 

details as follows. 

We sincerely apologize for the significant concern and inconvenience this has caused to our customers, business 

partners, and all other relevant parties. At the same time, we would like to express our deepest gratitude for the 

extensive support we have received in responding to this matter. 

 

1. Background 

On December 15, 2025, we confirmed that files on servers and PCs within the Subsidiary’s internal system 

had been encrypted and rendered unreadable. We immediately took emergency measures, such as 

disconnecting relevant servers and PCs from the network, and have since continued to investigate the scope of 

the impact with the cooperation of external experts. 

 

2. Scope of Information Affected 

The investigation has revealed that the encrypted electronic data contains the following information, 

including customer information: 

<Information Affected> 

(1) Financial and tax data 

(2) Various reports submitted to government agencies and contract-related documents 

(3) Various documents regarding import/export and customs clearance 

Although the investigation confirmed that there are no traces directly proving a data breach, it remains 

difficult to completely rule out the possibility of information leakage. Accordingly, we have sequentially 

notified customers who may be affected. 

  



3. Future Measures 

Although we have already addressed the network vulnerabilities that served as the entry point for this 

intrusion, we are committed to achieving a higher level of information security. 

Based on advice from external experts, we will continue to implement enhancement measures, such as 

restructuring our information security framework and introducing advanced security features.  

Furthermore, we will strive to raise security awareness among all employees through ongoing education and 

training. 

 

4. Impact on Operations and Financial Results 

Major operations at the Subsidiary, such as manufacturing and shipping, have not been affected, and 

operations are continuing as usual. 

The impact of this incident on our group's consolidated financial results is minor. 
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